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Key Details

Designated Safeguarding Lead (DSL): (Louise Yarnell, Leader of Inclusion and Welfare)

Named governor with lead responsibility: (Ros Murphy)

Date written: (September 2022)

Date of next review: (September 2023)

This policy will be reviewed at least annually. It will also be revised following any concerns and/or
updates to national and local guidance or procedures.



Huntingdon Academy Online Safety Policy
Policy Aims

’This‘ online safety policy has been written by Huntingdon Academy, involving staff, pupils and
parents/carers.

It takes into account the most recent DfE statutory guidance ‘Keeping Children Safe in Education’, Early
Years and Foundation Stage 2017, ‘Working Together to Safeguard Children’ 2018 and the local
Safeguarding Children Multi-agency Partnership procedures.

The purpose of Huntingdon Academy Online Safety policy is to:

e safeguard and promote the welfare of all members of Huntingdon community online

o identify approaches to educate and raise awareness of online safety throughout our
community

e enable all staff to work safely and responsibly to role model positive behaviour online and to
manage professional standards and practice when using technology

e identify clear procedures to follow when responding to online safety concerns.

Huntingdon Academy understands that the issues associated with online safety are considerable but can
be broadly categorised into three areas of risk:

Content: being exposed to illegal, inappropriate or harmful material.

Contact: being subjected to harmful online interaction with other pupils.

Conduct: personal (staff or pupils) online behaviour that increases the likelihood of, or
causes, harm.

Policy Scope
Huntingdon Academy recognises that online safety is an essential part of safeguarding and
acknowledges its duty to ensure that all pupils and staff are protected from potential harm online.

Huntingdon Academy identifies that the internet and associated devices, such as computers, tablets,
mobile phones and games consoles are an important part of everyday life, which present positive and
exciting opportunities, as well as challenges and risks.

Huntingdon Academy will empower our pupils to acquire the knowledge needed to use the internet and
technology in a safe, considered and respectful way, and develop their resilience so they can manage
and respond to online risks.

This policy applies to all staff, including the governing body, leadership team, teachers, support staff,
external contractors, visitors, volunteers and other individuals who work for, or provide services on
behalf of the setting (collectively referred to as ‘staff’ in this policy) as well as pupils and parents/carers.


https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/government/publications/early-years-foundation-stage-framework--2
https://www.gov.uk/government/publications/early-years-foundation-stage-framework--2
https://www.gov.uk/government/publications/working-together-to-safeguard-children--2
https://www.kscb.org.uk/
https://www.kscb.org.uk/

This policy applies to all access to the internet and use of technology, including mobile technology, or
where pupils, staff or other individuals have been provided with setting issued devices for use, both on
and off site.

Links with other Policies and Practices
This policy links with several other policies, practices and action plans, including but not limited to:

e Anti-bullying policy

e Acceptable Use Agreements (AUA)

e Code of Conduct policy

e Staff Disciplinary policy

e Behaviour policy

e Safeguarding and Child Protection policy

e Confidentiality policy

e Curriculum policies, such as: Computing, Personal Social and Health Education (PSHE),
Citizenship and Relationships and Sex Education (RSE)

e Data Security policy

. ﬁerious Violence and Weapons policy{.

Monitoring and Review

Technology evolves and changes rapidly and, as such, Huntingdon Academy will review this policy at
least annually. The policy will be revised following any national statutory guidance or local policy
updates, any local child protection concerns and/or any changes to our technical infrastructure.

We will regularly monitor internet use and evaluate online safety mechanisms to ensure that this policy
is consistently applied.

To ensure oversight of online safety, the Headteacher and L.E.A.D. IT will be informed of online safety
concerns, as appropriate.

The named governor for safeguarding will report online safety practice and incidents, including
outcomes, on a regular basis to the wider governing body.

Any issues identified via monitoring policy compliance will be incorporated into our action planning.



Part 1 — Pupils

1.1 Roles and Responsibilities

It is the responsibility of pupils (at a level that is appropriate to their individual age and ability) to:

engage in age/ability-appropriate online safety education

contribute to the development of online safety policies

read and adhere to the Acceptable Use of Technology and Behaviour policies

respect the feelings and rights of others, on and offline

take an appropriate level of responsibility for keeping themselves and others safe online
seek help from a trusted adult, if they are concerned about anything they or others
experience online.

1.2 Education and Engagement

We will establish and embed a ‘whole Academy’ culture and will raise awareness and promote safe and
responsible internet use amongst pupils by:

ensuring our curriculum and whole Academy approach is developed in line with the UK
Council for Internet Safety (UKCIS) ‘Education for a Connected World Framework’ and DfE
‘Teaching online safety in school’ guidance

ensuring online safety is addressed in Relationships Education, RSE, PSHE and Citizenship
and Computing programmes of study

reinforcing online safety principles in other curriculum subjects as appropriate, and

whenever technology or the internet is used on site

creating a safe environment in which all pupils feel comfortable to say what they feel,
without fear of getting into trouble and/or being judged for talking about something
which happened to them online

involving the DSL, as appropriate, as part of planning for online safety lessons or
activities, so they can advise on any known safeguarding cases, and ensure support is in
place for any pupils who may be impacted by the content

making informed decisions to ensure that any educational resources used are
appropriate for our pupils

using external visitors, where appropriate, to complement and support our internal
online safety education approaches

providing online safety education as part of the transition programme across the key
stages and/or when moving between establishments

rewarding positive use of technology.


https://www.gov.uk/government/publications/education-for-a-connected-world
https://www.gov.uk/government/publications/teaching-online-safety-in-schools

Huntingdon Academy will support pupils to understand and follow our AUAs in a way which suits their
age and ability by:
- displaying acceptable use posters in all rooms with internet access
- informing pupils that network and internet use will be monitored for safety and
security purposes, and in accordance with legislation
- seeking learner voice when writing and developing online safety policies and
practices, including curriculum development and implementation.

Huntingdon Academy will ensure pupils develop the underpinning knowledge and behaviours needed to
navigate the online world safely, in a way which suits their age and ability by:
- ensuring age-appropriate education regarding safe and responsible use precedes
internet access
- teaching pupils to evaluate what they see online and recognise techniques used for
persuasion, so they can make effective judgements about if what they see is true,
valid or acceptable
- educating them in the effective use of the internet to research, including the skills of
knowledge location, retrieval and evaluation
- enabling them to understand what acceptable and unacceptable online behaviour
looks like
- preparing them to identify possible online risks and make informed decisions about
how to act and respond
- ensuring they know how and when to seek support if they are concerned or upset by
something they see or experience online.

Vulnerable Pupils

Huntingdon Academy recognises that any learner can be vulnerable online, and vulnerability can
fluctuate depending on their age, developmental stage, and personal circumstances. However, there are
some pupils, for example Looked After Children and those with special educational needs, who may be
more susceptible or may have less support in staying safe online.

Huntingdon Academy will ensure that differentiated and appropriate online safety education, access
and support is provided to vulnerable pupils.

Staff at Huntingdon Academy will seek input from specialist staff as appropriate, including the DSL,
SENCO, and Child in Care Designated Teacher to ensure that the policy and curriculum is appropriate to
our community’s needs.



1.3 Technical Security — Passwords
A safe and secure username/password system is essential if the above is to be established, and this
applies to all Academy technical systems, including networks and devices.

Pupil passwords

All pupils in Huntingdon Academy will have clearly defined access rights to Academy technical systems
and devices. Details of the access rights available to groups of pupils will be recorded by the Network
Manager and will be reviewed, at least annually, by SLT/L.E.A.D. IT.

All Academy networks and systems will be protected by secure passwords that are regularly changed.

The ‘master/administrator’ passwords for the Academy systems, used by the technical staff, must
also be available to the Headteacher or other nominated senior leader and kept in a secure place,
e.g. the Academy safe. Consideration should also be given to using two-factor authentications for
such accounts.

Passwords for new pupils, and replacement passwords for existing pupils, will be allocated by the
Network Manager L.E.A.D. IT. Pupils will be required to change their password every term and will be
taught the importance of password security.

All pupils (adults and young people) will have responsibility for the security of their username and
password, and must not allow other adults or pupils to access the systems using their log-on details and
must immediately report any suspicion or evidence that there has been a breach of security.

All pupils at KS2 and above will be provided with a username and password by the Network Manager
who will keep an up-to-date record of pupils and their usernames.

The complexity (i.e. minimum standards) will be set with regards to the cognitive ability of the children.

1.4 Filtering and Monitoring

Internet access is filtered for all pupils. At Huntingdon Academy, if pupils become aware of any
infringements or abuse of the Academy’s filtering systems, they must report this immediately to their
class teacher, Headteacher or DSL.

Pupils will not attempt to use any programmes or software that might allow them to bypass the
filtering/security systems in place.

1.5 Using and Publishing Images and Videos Online

The development of digital imaging technologies has created significant benefits to learning, allowing
staff and pupils instant use of images that they have recorded themselves or downloaded from the
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internet. However, all Huntingdon Academy community need to be aware of the risks associated with
publishing digital images on the internet. Such images may provide avenues for cyberbullying to take
place. Digital images may remain available on the internet forever and may cause harm or
embarrassment to individuals in the short or long term.

Guidance

Pupils will be advised about the risks associated with the taking, use, sharing, publication and
distribution of images. They will be encouraged to recognise the risks attached to publishing their own
image on the internet, e.g. on social networking sites.

Pupils will not take, use, share, publish or distribute images of others without their permission.

1.6 Managing Email

Pupils will use a provided email account for educational purposes.

Pupils will agree an Acceptable Use Agreement and will receive education regarding safe and
appropriate email etiquette before access is permitted.

Whole-class or group email addresses will be used for communication outside of the setting.

1.7 Social Media
Expectations

The expectations regarding safe and responsible use of social media applies to all members of
Huntingdon Academy community including pupils.

The term ‘social media’ may include (but is not limited to) blogs, wikis, social networking sites, forums,
bulletin boards, online gaming, apps, video/photo sharing sites, chatrooms and instant messenger.

All members of Huntingdon Academy community are expected to engage in social media in a positive
and responsible manner.

Pupils should not post or share content that may be considered threatening, hurtful or defamatory to
others on any social media service.

We will control pupil access to social media while using any device and systems provided by Huntingdon
Academy on site.

The use of social media during Academy hours for personal use is not permitted for pupils.

Concerns regarding the online conduct of any member of our Academy community on social media will
be reported to the DSL without delay and be managed in accordance with our Anti-bullying, Allegations
Against Staff, Code of Conduct, and Safeguarding policies.
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Use of Social Media

Safe and appropriate use of social media will be taught to pupils as part of an embedded and
progressive education approach via age-appropriate sites and resources.

We are aware that many popular social media sites are not permitted for use by children under the age
of 13, or in some cases higher. As such, we will not create accounts for pupils under the required age as
outlined in the services terms and conditions. See Appendix 7.

Any concerns regarding pupils’ use of social media will be dealt with in accordance with existing policies,
including Safeguarding, Anti-bullying, and Behaviour policies.

Concerns regarding pupils’ use of social media will be shared with parents/carers as appropriate,
particularly when concerning underage use of social media services and games.

Pupils will be advised:

- to consider the benefits and risks of sharing personal details or information on social
media sites which could identify them and/or their location

- to only approve and invite known friends on social media sites and to deny access to
others by making profiles private

- not to meet any online friends without a parent/carer or other appropriate adults’
permission, and to only do so when a trusted adult is present

- to use safe passwords

- to use social media sites which are appropriate for their age and abilities

- how to block and report unwanted communications

- how to report concerns on social media, both within the setting and externally.

1.8 Mobile Technology — Use of Mobile Phones and Personal Devices

Huntingdon Academy recognises that personal communication through mobile technologies is part of
everyday life for many pupils. Mobile technology needs to be used safely and appropriately within the
Academy.

Expectations

All use of mobile technology, including mobile phones and personal devices such as tablets, games
consoles and wearable technology, will take place in accordance with our policies, such as Safeguarding,
Anti-bullying, Behaviour and Code of Conduct, and with the law.

Electronic devices of any kind that are brought onto site are the responsibility of the user.
As a result:
- all pupils are advised to take steps to protect their mobile phones or personal devices from

loss, theft or damage; we accept no responsibility for the loss, theft or damage of such items
on our premises
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we advise all pupils to use passwords/pin numbers to ensure that unauthorised calls or
actions cannot be made on their phones or devices; passwords and pin numbers should be
kept confidential and mobile phones and personal devices should not be shared

mobile phones and personal devices are not permitted to be used in specific areas within the
site such as changing rooms, toilets and swimming pools.

the sending of abusive or inappropriate messages or content via mobile phones or personal
devices is forbidden by any member of the community; any breaches will be dealt with in line
with the appropriate Trust or Academy policies

all members of Huntingdon Academy community are advised to ensure that their mobile
phones and personal devices do not contain any content which may be offensive, derogatory
or would otherwise contravene our behaviour or child protection policies

pupils will be educated regarding the safe and appropriate use of personal devices and
mobile phones and will be made aware of boundaries and consequences

Huntingdon Academy expects pupils’ personal devices and mobile phones to be kept in a
secure place, switched off, kept out of sight during lessons and while moving between
lessons

if a pupil needs to contact his/her parents or carers, they will be allowed to use an Academy
phone

parents are advised to contact their child via the Academy office; exceptions may be
permitted on a case-by-case basis, as approved by the Headteacher

mobile phones or personal devices will not be used by pupils during lessons or formal
educational time.

if members of staff have an educational reason to allow pupils to use their mobile phones or
personal devices as part of an educational activity, it will only take place when approved by
the Senior Leadership Team

mobile phones and personal devices must not be taken into examinations

pupils found in possession of a mobile phone or personal device during an exam will be
reported to the appropriate examining body, this may result in the withdrawal from either
that examination or all examinations

if a pupil breaches the policy, the phone or device will be confiscated and held in a secure
place and returned to the pupil or parents/carers at the end of the day{

staff may confiscate a pupil’s mobile phone or device if they believe it is being used to
contravene our Safeguarding, Behaviour or Anti-bullying policies

searches of mobile phone or personal devices will be carried out in accordance with our
procedures and in line with the DfE ‘Searching, Screening and Confiscation’ guidance

pupils’ mobile phones or devices may be searched by a member of the leadership team, with
the consent of the learner or a parent/carer. Content may be deleted, or requested to be
deleted, if it contravenes our policies

if there is suspicion that material on a pupil’s personal device or mobile phone may be illegal,
or may provide evidence relating to a criminal offence, the device will be handed over to the
police for further investigation. Staff members must be careful in carrying this out. Should a
pupil have illegal material and a staff members views this, the staff member would be liable
for prosecution should they view the material on the device. If the Academy suspects a
mobile device of a pupil contains illegal material, the police should be informed so that it can
be dealt with appropriately.
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1.9 Concerns About Online Behaviour and/or Welfare

All concerns about pupils will be recorded in line with our Safeguarding policy. The DSL (or deputy) will
be informed of all online safety concerns involving safeguarding or child protection risks.

Huntingdon Academy recognises that while risks can be posed by unknown individuals or adults online,
pupils can also abuse their peers; all online peer-on-peer abuse concerns will be responded to in line

with our Safeguarding and Behaviour policies.

The DSL (or deputy) will ensure that online safety concerns are escalated and reported to relevant
partner agencies in line with local policies and procedures.

Appropriate sanctions and/or pastoral/welfare support will be offered to pupils as appropriate. Civil or
legal action will be taken if necessary.

We will inform parents/carers of online safety incidents or concerns involving their child, as and when
required.

National links and resources for pupils

e Childnet: www.childnet.com
- Step Up Speak Up — Online Sexual Harassment Guidance: www.childnet.com/resources/step-

up-speak-up/guidance-and-training-for-schools-and-professionals

- Cyberbullying Guidance: www.childnet.com/resources/cyberbullying-guidance-for-schools

e Internet Matters: www.internetmatters.org

e NSPCC: www.nspcc.org.uk/onlinesafety

- ChildLine: www.childline.org.uk

Net Aware: www.net-aware.org.uk

13
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Part 2 — Staff/Adults

2.1 Roles and Responsibilities

The Headteacher (Ross Middleton) and DSL (Louise Yarnell, Safeguarding Lead) have responsibility for
online safety. While activities of the DSL may be delegated to an appropriately trained deputy, overall,
the ultimate lead responsibility for safeguarding and child protection, including online safety remains
with them.

Huntingdon Academy recognises that all members of the community have important roles and
responsibilities with regards to online safety.

The Leadership and Management Team will:

e create a culture that incorporates online safety throughout all elements of Academy life

e ensure that online safety is viewed as a safeguarding issue and that practice is in line with
national and local recommendations and requirements

e implement appropriate and up-to-date policies regarding online safety, which address the
acceptable use of technology, peer-on-peer abuse, use of social media and mobile technology.

e Work with technical staff and L.E.A.D. IT support to ensure that suitable and appropriate filtering
and monitoring systems are in place

e support the DSL and any deputies by ensuring they have enough time and resources to carry out
their responsibilities

e ensure robust reporting channels are in place for the whole community to access regarding
online safety concerns

e undertake appropriate risk assessments regarding the safe use of technology on site

e audit and evaluate online safety practice to identify strengths and areas for improvement

e ensure that staff, pupils and parents/carers are proactively engaged in activities which promote
online safety

e support staff to ensure that online safety is embedded within a progressive whole setting
curriculum which enables all pupils to develop an appropriate understanding of online safety.

The DSL will:

e act as a named point of contact within the setting on all online safeguarding issues

e liaise with other members of staff, such as pastoral support staff, IT technicians, network
managers and the SENCO on matters of online safety

e ensure appropriate referrals are made to relevant external partner agencies, as appropriate

e work alongside the Safeguarding team and SLT to ensure online safety is recognised as part of
the Academy safeguarding responsibilities, and that a coordinated whole Academy approach is
implemented
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e access regular and appropriate training and support to ensure they understand the unique risks
associated with online safety and have the relevant and up-to-date knowledge required to keep
pupils safe online

e access regular and appropriate training and support to ensure the Academy recognises the
additional risks that pupils with SEN and disabilities (SEND) face online

e ensure all members of staff receive regular, up-to-date and appropriate online safety training
and information as part of their induction and child protection training

e keep up to date with current research, legislation and trends regarding online safety and
communicate this with the community, as appropriate

e work with staff to coordinate participation in local and national events to promote positive
online behaviour, such as a Safer Internet Day

e ensure that online safety is promoted to parents, carers and the wider community through a
variety of channels and approaches, including workshops, training and individual support

e maintain records of online safety concerns, as well as actions taken, as part of the settings
safeguarding recording mechanisms, relating to both adults and pupils

o monitor online safety incidents to identify gaps and trends and use this data to update the
education response and Academy policies and procedures

e report online safety concerns, as appropriate, to L.E.A.D. IT, Huntingdon Academy senior
leadership team and the Governing Body

e work with the Trust, L.E.A.D. IT and the leadership team to review and update Online Safety
policies on a regular basis (at least annually) with stakeholder input

o meet regularly with the school IT technician and the governor with a lead responsibility for
safeguarding and/or online safety.

It is the responsibility of all members of staff to:

e read and adhere to the Online Safety policy and Acceptable Use of Technology Agreements

e understand that sanctions may apply for breaches of acceptable use, which may include
following Trust disciplinary procedures

o take responsibility for their own use of new technologies, making sure that they use technology
safely, responsibly and legally

e take responsibility for the security of IT systems and the electronic data they use or have access
to

e model good practice, in line with policy, when using technology with pupils

e maintain a professional level of conduct in their personal use of technology, both on and off site

e embed online safety education in curriculum delivery wherever possible

e have an awareness of a range of online safety issues and how they may be experienced by the
pupils in their care

e identify online safety concerns and take appropriate action by following the Academy
Safeguarding policies and procedures

e know when and how to escalate online safety issues, including reporting to the DSL and
signposting pupils and parents/carers to appropriate support, internally and externally
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e take personal responsibility for professional development in this area

e where appropriate, contribute to the development of our Online Safety policies

e ensure that any IT equipment taken from the Academy site is properly managed and kept
securely. Ensure no overnight storage of IT equipment in cars

e ensure any data covered by GDPR is secure and a risk assessment undertaken as to why any
personal data of staff or pupils has been removed from the school or hub site

e access to confidential Trust or Academy online databases and paper files should be permitted
where access is required on a regular basis and is integral to the purpose of the role in question.
Any access should be directly related to work matters and comply with the relevant data
retrieval procedures.

2.2 Education and Engagement
We will:
- provide and discuss the Online Safety policy and procedures with all members of staff as part
of induction
- provide up-to-date and appropriate online safety training for all staff which is integrated,
aligned and considered as part of our overarching safeguarding approach. This will happen as
part of existing annual safeguarding and child protection training.

e Staff training covers the potential risks posed to pupils (content, contact and conduct) as well as
our professional practice expectations.

e Build on existing expertise by provide opportunities for staff to contribute to and shape our
online safety approaches, including curriculum, policies and procedures.

e Make staff aware that our IT systems are monitored, and that activity can be traced to individual
staff and pupils. Staff will be reminded to behave professionally and in accordance with our
policies when accessing our systems and devices.

e Make staff aware that their online conduct, including personal use of social media, can have an
impact on their professional role, reputation and could result in disciplinary procedures.

e Highlight useful educational resources and tools which staff could use with pupils.

e Ensure all members of staff are aware of the procedures to follow regarding online safety
concerns involving pupils, colleagues or other members of the community.

2.3 Reducing Online Risks

Huntingdon Academy recognises that the internet is a constantly changing environment with new apps,
devices, websites and material emerging at a rapid pace.

o Wewill:
- regularly review the methods used to identify, assess and minimise online risks
- examine emerging technologies for educational benefit and undertake appropriate risk
assessments before their use in the Academy is permitted
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- ensure that appropriate filtering and monitoring is in place and take all reasonable
precautions to ensure that access is appropriate

- recognise that due to the global and connected nature of the internet, it is not possible to
guarantee that unsuitable material cannot be accessed via our systems or devices and, as
such, identify clear procedures to follow if breaches or concerns arise.

All members of the community are made aware of our expectations regarding safe and appropriate
behaviour online and the importance of not posting any content, comments, images or videos which
could cause harm, distress or offence. This is clearly outlined in our Acceptable Use of Technology
Agreements and highlighted through a variety of education and training approaches.

2.4 Safer Use of Technology
Classroom use
Huntingdon Academy uses a wide range of technology. This includes access fto‘:

- computers, laptops, tablets and other digital devices

- internet, which may include search engines and educational websites learning
platform/intranet

- email

- games consoles and other games-based technologies

- digital cameras, web cams and video cameras.

All setting-owned devices will be used in accordance with our Acceptable Use of Technology Agreement
and procedures, and with appropriate safety and security measures in place. Adults must adhere to
these procedures at all times.

Members of staff will always evaluate websites, tools and apps fully before use in the classroom or
recommending for use at home.

The Academy adults will use appropriate search tools as identified following an informed risk
assessment.

We will ensure that the use of internet-derived materials, by staff and pupils complies with copyright
law and acknowledge the source of information.

Supervision of internet access and technology use will be appropriate to pupils’ age and ability.

- Early Years Foundation Stage, Key Stage |1| and SEN Inclusion classrooms
= Access to the internet will be by adult demonstration, with occasional directly
supervised access to specific and approved online materials, which supports the
learning outcomes planned for the pupil’s age and ability.
- Key Stage 2
17



= Pupils will use age-appropriate search engines and online tools.
= Pupils will be directed by the teacher to online materials and resources which
support the learning outcomes planned for the pupil’s age and ability.

2.5 Password Security
Staff passwords:

- All staff will be provided with a username and password by the Network Manager/L.E.A.D. IT
who will keep an up-to-date record of staff and their usernames.

- The password will be a minimum of eight characters long and must include three of the
following — uppercase character, lowercase character, number, special characters.

- It will not include proper names or any other personal information about the user that might
be known by others.

- The account will be ‘locked out’ following six successive incorrect log-on attempts

- Temporary passwords, e.g. used with new user accounts or when pupils have forgotten their
passwords, shall be enforced to change immediately upon the next account log-on

- Passwords will not be displayed on screen and shall be securely hashed (use of one-way
encryption).

- Passwords should be different for different accounts, to ensure that other systems are not
put at risk if one is compromised and should be different for systems used inside and
outside of the Academy and will be changed at least every 90 days.

- Passwords will not be re-used for six months, so passwords cannot be re-used passwords
created by the same user.

- Passwords should be different for systems used inside and outside of the Academy.

Staff training/awareness
Members of staff will be made aware of the Academy’s password protocols through the following:

- oninduction

- through the Academy’s Online Safety and Security policies

- pupils will be made aware of the Academy’s password policy

- inlessons, a reminder will be given about the importance of not sharing passwords
- through the Acceptable Use Agreement.

2.6 Filtering and Monitoring

The filtering of internet content provides an important means of preventing pupils from accessing
material that is illegal or inappropriate. The filtering system cannot, however, provide a 100%
guarantee that it will do so, because the content on the web changes dynamically and new
technologies are constantly being developed. Filtering is only one element in a larger strategy for online
safety and acceptable use. Huntingdon Academy recognises that it is important that we have a filtering
process to manage the associated risks and to provide preventative measures which are relevant to the
situation in this Academy.
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Staff and adults at Huntingdon Academy have a responsibility to report immediately to the
Headteacher/L.E.A.D. IT/Network Manager any infringements of the Academy’s filtering of which they
become aware or any sites that are accessed, which they believe should have been filtered.

Staff/adults will not attempt to use any programmes or software that might allow them to bypass the
filtering/security systems in place.

Differentiated internet access is available for staff and customised filtering changes are managed by the
Academy. lllegal content is filtered by the broadband or filtering provider, by actively employing the
Internet Watch Foundation CAIC list and other illegal content lists. Filter content lists are regularly
updated, and internet use is logged and monitored through SENSO. The monitoring process alerts the
Academy to filtering breaches, which are then acted upon. There is a clear route for reporting and
managing changes to the filtering system. Where personal mobile devices are allowed internet access
through the Academy network, filtering will be applied that is consistent.

2.7 Managing the Safety of the Academy Website

We will ensure that information posted on our website meets the requirements as identified by the DfE.
We will ensure that our website complies with guidelines for publications including accessibility, data
protection, respect for intellectual property rights, privacy policies and copyright.

Staff or pupils’ personal information will not be published on our website; the contact details on the
website will be our setting address, email and telephone number.

The administrator account for our website will be secured with an appropriately strong password.

We will post appropriate information about safeguarding, including online safety, on our website for
members of the community.

2.8 Using and Publishing Images and Videos Online

When using digital images, staff should inform and educate pupils about the risks associated with the
taking, use, sharing, publication and distribution of images. They will be encouraged to recognise the
risks attached to publishing their own image on the internet, e.g. on social networking sites.

In accordance with guidance from the Information Commissioner’s Office, parents/carers are welcome
’to‘ take videos and digital images of their own children at Academy events for their own personal use
(as such use is not covered by the Data Protection Act). To respect everyone’s privacy and in some
cases protection, these images should not be published or made publicly available on social networking
sites, nor should parents or carers comment on any activities involving other pupils in the digital or
video images.

Staff can take digital/video images to support educational aims, but will follow Academy procedures
concerning the sharing, distribution and publication of those images. Those images should only be
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taken on Academy equipment; the personal equipment of staff must not be used for such purposes.
Photos should be uploaded to the secure staff shared drive and images erased from any portable
devices.

Care will be taken when taking digital/video images that pupils are appropriately dressed and are not
participating in activities that might bring the individuals or the Academy into disrepute.

Photographs published on our website, or elsewhere that include pupils will be